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UI\JVERSITV OF fLLINOIS 

(A Component Unit of the State of lllinois) 


Summary 


For the Year Ended JWJe 30, 2010 


Government Amliling Report Summary 

The l!udit of the financial statements of the University of Tllinois (University) was performed hy KPMG LLP in 
accordance with Government Auditing Sltmdords. This report is an integral part of that audit. 

Summary of Findings 

The auditors identi fied cetiain deficiencies in internal control over financial reporting !haL they considered to be 
material weaknesses ancl other defic iencies that tbey considered ro be signi fican t deficiencies, \vbich are 
described in the accompanying schedule of findings and responses on pages 5 through I I of th is rcporl. 

Schedule of !<'in dings and Responses 

C urrent Yea r Findings: 

Item No. Page Descri ption 

10-0 I 5 Inadequate Controls over User Access 
to Lnfom1ation Systems 

I 0-02 8 Inadequate Cormols over University 
l'rocurement Card Transactions 

10-03 10 Inadequate Year End Accounts 
Payable Process 

l( xit Conference 

A fnrmal exit conference was waived by the University in a letter dated November 29, 20 I 0. Respouscs to Ihe 
recommendations wen.: pmvidccl by Patrick Patterson, Maxine Sandretto and Douglas Beckmann in a 
correspondence dated December I, 20J 0. 
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KPMG llP 
303 East Wacker Drive 
Chicago, tl 60601 -5212 

Independe nt Auditors' Report on lntcrn::tl Cont1·ol over 

Financial Reporting and on Compliance and Other Matters 


Based on a n Audit of Financial Statements Performed in 

Acc.ordance with Governmem Auditing Standards 


The Honorable William G. Holland 
Aud itor General of the St:-ne oflllinois 

and 

T he Board ofTrustees 
University oflllinois : 

As Special Assistant Auditors fo r the Auditor General, we have audited the fi nancial sta tements of the 
busincs1-1-type ac tivities and Lhe aggregate discretely presented component units of the University of 
Illinois, a component unit of the State of Tllinois, as of and for the year ended June 30, 2010, which 
collect ivcly comptise the Unive rsity of Illinois basic financial statements and have issued our repot1 
thereon dated Decemher 20, 2010. Our r~::poti was modified to include a reference to other auditors and a 
change in accounting for discretely presented component units. We conducted our audit in accordance 
with auditing standards generally accepted in the United States of America and the s tanda rds applicable to 
financial ;mdits contained in Government Auditing Standards, issued by the Comptroller General of the 
United States. Other auditors auditcclthe fimmcial statements of the University of lllinois roundation (a 
diseretely presented component uni t in accordance vlith Government AuditJiig Standards), as described in 
our report 011 the University ' s financia l statements. This report does not include the res ults of the otber 
auditors ' testing o f internal contro l ove r tinancial reporting nr compliance and other matters that arc 
reported on separately by those auditors . The financ ial statements of The University of illinois Alumni 
Association, Wolcott, Wood, and Taylor, l.nc., Prairieland Energy, Inc., ll linois VennJres, LLC, The 
Un ivers ity of lllinois Research Park, LLC, and Ul Singapore Research, LLC (all University Related 
Organizations ) were not audited in accordance with G wcrnmcnt Audiriag Stcmdard.;;. 

Internal Control over Financial Reporting 

In planning and performing our audit, we considered the University 's inremal control over financia l rep01ting 
as a basis Jo r designing our auditing procedures for the purpose of expressing our opinions on the fi nancial 
statements, but not for the purpose of expressing an opinion on the effectiveness of the University's i.ntemal 
control over financial reporting. Accordingly, we. do nul expre~s <m opinion on tht: t:lTet:li veness of the 
University's internal control over fin:mcial repo11ing. 

Our cons ideration of internal control over financial repon ing was for rbe Jj mited purpose described in the 
preceding paragraph and was not designed to identify all defici encies in the internal control over linancia l 
rep011ing that might be s ign ificant deficiencies or mateti al weaknesses and therefore, the re can be no 
assurance that all defi ciencies, significant deficienc ies, or material weaknesses have been identified. 
However, as dist:usscd be low, we identi fied cet1ain defic iencies in interna l contro l over fi nancial 
repOJi ing that we consider tO be material weaknesses and other deliciencies that we cons ider to be 
s ignifi canl defi ciencies. 

KPMG I..LP ir. a Oelawau:• l i1~ h~t.! Jie~IJillly pachlt11tiltip. 
lhP. U S member firrr. cf t<rr~Ki11nternatJOnaJ Cc<:t:erat•ve 
("KPrvtG lr.lerna!Jona~). a Gwiss eOlily. 



A deficiency in inte rnal conrrol over financia l reporting exists when t·he design or operation of a control 
docs not allow management or employees, in the nonnal course of pedonning their assigned functions, to 
prevent, or detect and ~orrcct misstatements on a rimely basis. A material weakness is a de1iciency, or 
combimnion of deficiencies, in internal control over financial repotiing, such that there is a reasonable 
possihility that a mated al misstatement of the entity's financial statements wi ll not be prevented, or 
detected and corrected on a timely bas is. We cons ider the deficiencies in the University's internal control 
over fi nancial reporting described as finding number 10-01 in the accompanying schedule offmdings and 
responses to be a mater ial weakness. 

A significant deficiency is a deficiency, or combination of deficiencies, in internal control over financial 
reporting th at is less severe than a material weakness, yet important enough to merit a ttent ion by those 
charged with governance. \Vc con~ider the deficiencies described in tbe accompanying schedule of 
findings and responses as finding numbers Hl-02 and 10-03 to be s ignificant deficiencies in internal 
control over financial reporting. 

Compliance and Other Matiers 

As pati of obtaining reasonable assurance about whether the University's fimmcial statements are free of 
material n-risslatement, we performed tests of its compliance with certain provisions of laws, regulations, 
contracts, and grunt agreements, noncompliance with which could have a direct and material effect on the 
detennination of iim.mcial statement amounts. However, providing an opinion on compliance with those 
provisions was not ru1 objective of our audit, and accordingly, we do not express such an opinion. The results 
of our testo;; disclosed no instances of noncompliance or othe r matters that are required to be reported under 
(Jovernmeni Auditing Siandank 

The l Jni versity's responses to the findings identified in our audit are described in the accompanying 
schedule of findings and responses. We did not audit the Univers ity's responses and, accordingly, we 
express no opinion on them. 

This r~::po1i is intended solely for the infonnation and usc of the Auditor Ucnera l, the General Assembly, the 
Legislative Audit Commission, the Govemor, University management, the Board of Trustees of the 
University, others within the University, and tederal awardi ng agencies and pass-through enti ties and is not 
irllended to be and should nnt be used hy <myone other than these specified pa11ies. 

Chicago, nlinois 
December 20, 20 J0 
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U)llVERSITY OF ILLINOIS 


Schedule of Findings and Responses 


For the Year Ended June 30, 2010 


Finding 10-01 - Inadequate Controls over User Acct>ss to Information Systems 

The University has not established adequate intcm11 l con trols over access to the informarion systems used 
in its linam:illl reporti ng process. 

The University opera tes an Enterp1ise Resource Planning (ERP) system to manage the activities of tht: 
Uni versity. The Uni versity functions in a highly distributed operating environment with several thousand 
uxers having varying types of system access. Access is granted to users of the University's information 
systems based on stanc1ardizcd u. cr a~.:cess profiles. The standardized user profi les are intended to assist 
the Uni versity in limiting access to the information systems based upon the assigned job functions of the 
speci fi c users to ""hich the pro1iles are a~~ ig11ed. llowever, the standardized user profiles currently used 
by the University are not designed to appropriately .egregate contlicting tlu tie~ and have resulted in an 
excessive m1mber of users with act:ess •igbts that were inappropriate based on their roles and job 
functions. These exceptions identified during our 2009 review con~isted of user profiles with 
inappropriate access to update or change employee pay rnres, release financia l holds, apply various 
p<~yments, and override three way matching. These exceptions also identified scv~.:ra l user profiles with 
conflicting user access ~bilitics to create and sdf approve restricted journal entries as well as update the 
University's charts of accounts. Lastly. the lJ ni vcrsity did not have procedu res to monitor user access 
through periodic aec:c~s reviews. 

During iiscal year 2010, the University began designing a process to review transactions assigned to 
standardized user proiiles, train unit security contat: ts, <1 nd perfonn an annual act:ess review for the ERP 
system. Although the Administration lnfonnation Technology Services (AJ'J S) has designed and initiated 
an a1mual access review process, this review was not completed during fisca l year 20 I 0 for all 
departments. lu addition to the internal control deliciencies regarding inappropriate access to update or 
change employee pay rates, as well as usL:rs wit h conflicting access abilities to create and self approve 
rcstriclcd journal enrries, during the current year we noted numerous deticiencies related to user access 
rights. For example: 

• 	 Tbere are 132 users (out of 51 7 total users n::viewt:d) who hlld cxccssi vc access rights that were not 
appropriate based upon review ofeach user's job functions. 

• 	 There llrc 26 h.:nninatcd users with acti ve accounrs that were not removed in a rimely manner. 

Further, we noted periodic reviews of terminated employees with access to the infonnation systelllS are not 
perfonned consistently and documentation is not retained. In addition. LhL:rc art: no procedures in place to 
perform a periodic review uf user access tights to the purchasing system and tH1 procedures arc in place to 
monitor user access rights tor employees who tran;;fer positions and change job functions. 

The Fiscal Conh·ol and lnternal Auditing Act (Illinois Compiled Statutes Chapter 30 Section 10i3001), 
requires the Uni"ersity to establish and mainlnin a system, or systems, of internal fi scal and 
administrative controls, which shall provicll: as!>urance that: (]) resources are utilized efficiently, 
effectively, anJ in colllpliance witb applicable Jaw: (2) obligations and costs are in compliance with 
applicable law; (3) fu nds: property, and other assets and resources are safeguarded against waste, loss, 
unauthotized use. and misappropriation: ( 4) revenues, expenditures, and u·ansfers or assets, resources, or 
funds applicahlc to operations are properly recorded :md accounted for to permit the preparation of 
accounts and reliable financial and statistical repons and ro maintain accountability over the State's 
resources; and (5) f"umls held outside the State Treasury are managed, used, and obtained in strict 
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tJI\IVF.RSJTY OF ILLl='lOIS 

Schedule of Find1 ngs and Responses 

For the Year Ended June 30, 2010 

accordance with the renns of their enabling authorities and that no unauthorized fund') exist The 
University's system of internal controls shoulu incluue procedures to ensure access rights granted to 
University employee~ are appropriate and to monitor the appropriateness of access levels on a continuing 
basis. In addition, generally accepted infonna liun tcchnology guidance endorses the developmenl of 
we ll-designed and well-managed controls to protecl computer systems C:lnd d ~:~ t a . Rffcctive computer 
security controls provide for safeguardi ng, set:uring, and controlling access to systems, properly 
segregating incompatible duties, and protecting againsl mi:;;approp1i ation. 

In discussing these conditions with University personnel, Lhey stated that tlu.:y agreed with the exceptions 
noted in this finding and that work had l"ll:cn untlel'\vay since tbe close of the 2009 audit to address most 
of the weaknesses ident ified. 

Failure to properly assign and monitor user access rights may result in crrum:ous or fra udulent 
transactions bei ng recorded in the general ledger system. Without adequate security over access rights, 
there i::; a greater risk that unauthorized changes or adrli tions to the University's limmcial systems could 
occur and not be detected in a timely manner. If access rights are not reviewed and updated based on job 
responsibilities on a regular basis, there i~ a greater risk that journal enu·ies in unlimited dollar amount~, 
as well as cash dil'bmsemcnts, can be recorded by unauthorized individuals. (finding Code I 0-0 1 , 09-0 I, 
08-05) 

Recommendation: 

We recommend the L'niversity review and modify the standard user profi les to ensure ( I) the profiles 
assigned to users appropriately limit each u::;t:r's access to the systems to which they require access based 
upon their assigned job responsibilities, (2) the autltori ~.a lion limits assigned 10 each user are appropriate, 
and (3) supervisory reviews of transactiollS are required as appropriate. The University should also 
implement formally documented review procedures to ensure the profile assigned to each user is 
compatible w it h the uscr"s nss igncd job fu nction and does not present a segregation of duties contliet 
prior to granting system access. Additionally, we recommend the University implement procedures to 
perform to rmul rev iews of user accc~s rights on a period ic has is to ensure thai the access rights granted to 
each user are approprime based on their job n:~'Ponsib ilities and tJ1at the planned level of segregation of 
duties is achie,eJ un a continuing basis. 

University Response: 

Accepted. TI1c lJn i vcr~ ity 's decentra lized operating environment involves several thousand users, in 
hundreds of dep~u1mcn ts across tbe three campuses. These users are engaged in a variety of business and 
adrn inistrative functions necessary to perform the mission of the University. Tl11.: llnivcrsily does have 
certain processes in place to limil the abi lity of users to perfonn many types of transactions. The 
University believes that many of these controls have been crfcclive, hut docs liJ:,'l'CC I hal improvement to 
the user access control environment is needed and wil l be beneficial. 

New policies and related procedures were developed. wbicb became effective rebruary 201 0. to require 
documented annual reviews of standard user profiles and individual user access rights. The 
implementation of the. e new policies and procedures began in fisca l year 20 I 0 and continues wnh full 
implementation expected to be performed in fisca l yea r 20 11. The Cniversity will complete the necessary 
corrective actio11 to addrcs~ the recommendation in this finding. 
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L~ I.VERSlTY OF JLLINOlS 

Schedule of Fi11di ngs and Responses 

1'or the Year ended June 30, 20 l 0 

Finding 10-02 - In adequate Controls Mer lJn i\'crsity Procurement Card Transactions 

Tbe University ha~ not established adc41lli tc internal controls over procurement card transactions. 

The University operates a procurement card program which allows individuals throughout the University 
to make smaller purchases (defined as less than $4,999) on ll credit card which is di.rectly reimbursed by 
the University on a monthly basis. The University's pol icies require individuals ass igned a procurement 
card to sign an agreement stipulating they wi ll usc the c<~rd in <~ccon.iance with University policy. This 
agreement is also required to be authorized by the individual's supervisor or the department head. The 
University's policies require transactions incurn.:d on the procurement can.! to be approved in the 
University's procurement card system by the indivi1lual cardholder and an a ·sib'11cd reviewer. Although 
the u niversity has established polid..:s and procedures for issuing procurement cards, incurring and 
paying for expenditures with procw·ement cards. and reviewing and approving or procurement card 
transactions. we 11otcd these policies and procedures were not properly designed to prevent erroneous 
charges from being paid by the University and were not [()llowcd con~ i s lcntly hy University pcnsonnd. 

Specifically, we noted t·he procurement card system is config ured to aulomalicully record tramactiom; in 
rhe general ledger to pre-assigned accounts (auto-reconciled) if the cardholder and/or assigned reviewer 
have not approved the respective lntnsactions within seven days. The configuration of the system is 
inconsistent with the University policy that requires both the cardholder and reviewer to approve all 
procurement caret transncrion . Dming the yL:ar ended June 30, 2010, procurement card transactions tbat 
w..:re auto-reconciled and procurement card transact ions that were reconciled nnd approved by the same 
individual totaled S2,503,51 1 and $7,494,829, respectively. The University also has not implemented 
procedures to identify duplicate charges or to reconcile procurement card transactions with travel 
reimbursement [urms. As <1 result, erroneous or dupl icate charges may be paid and recorded by the 
University without any further detective contro l~ Lo identify them. We also identified rhe fo llowing 
exceptions in uur tcstwork over 40 procurement card transactions (totaling $45 I,206): 

• 	 Three transactions (totaling S 12,09R) wen:: for charges prohibited by the University's procLU·ement 
card policies. 

• 	 Original supp011ing documentation could not he located for one.: P~C'arJ tra11saction (totaling $3,978). 
• 	 One transaction (totaling 57,700) was paid i11 three instllllrnenls, circumventing the card holder·s 

approvetl single transaction limit of $4,999. 

In addition, the University was unable to locate approved Procurement Card J\uthori 7-<l tion//\greement ancl 

ApplicatiOII form:-; for two of40 cardholders selected for testwork. 

The University has approximately 5,170 active procurement cards and the procurement card expenditures 
paid for the year ended June 30. 20 I 0 totaled S I 0 I ,5RR.OOO. 
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UNIVERSITY OF lLLINOIS 

Schedule of f-indings and Responses 

For the.: Yt;ar Ended June 30, 20 J0 

The Fi:--cal Control and Internal Auditing Act (lllinois Compiled Statutes Chapter 30 Section I0/300 I), 
requires the University ro establish and m1l intflin a ~ystcm, or syst~.:Jns, or imcmal fi~t:al and 
administrative controls, which shall provide assurance that: ( I ) resources are uti lized efficiently, 
effectively, and in compliance wirh npplicnble Jaw; (2) obligations and costs an.: in compliance with 
appucahle law; (3) funds, propetty, and other assets and resources are sateguarded against waste, loss, 
unauthorized use, und misappropriation; (4) revenues, expenditures, and transfers of assets, resources, or 
runds applicable to operations are properly recorded and accounted tor to permit the preparation or 
accounts and reliahle tinancial and statisticrtl reports and to maintain accountability over the State's 
resources; and (5) funds held outside tbe State Treasury are managed, used, and obtained in strict 
accordance with the terms of their enabling ctuthorities and that no unauthorized funds exist. The 
University's system of internal coun·ols should i nclut.l~,; procedures to ensure procurement transal:!ions Ci re 
appropriately reviewed and approved to Civoid erroneous or duplicate transactions from being paid and 
recorded. 

In discussing these conditions wi th University personnel, they stated that due to the late timing of the 
fiscal year 2009 audi! , <tmple time did not exist to implement corrective measures beiore the stm1 of t!scal 
year 2010, resulting in repeat findings related to auto-reconciling and the abi lity to produce a copy of tbe 
signed agreements for all cardholders. ln addition, the Un iversity is s ti ll in the process of implemen ti ng 
its new Travel and Expense 0..1anagement System, which will provide controls, in addition to those 
Hlready in place, to fu rther eliminate the possibility of duplicate transactions with regard tu travel 
reimbursements. The.: lmlktetl exceptions noted in this finding are a result of human error; specifica lly, the 
fe~ilure of ceJiain employees to comply witb University policy that is clearly stated and disseminated to all 
through required training. 

Failure to properly review and approve procurement card transactions wuld result in erroneous or 
fraudulent transactions being recorded in the general ledger system (Finding Code I0-02, 09-02, and 
08-03). 

Recommend ation: 

We recommend the.: University revise irs cun·ent process to require procurement card transacti ons be 
reviewed and approved by the card holder and an independent reviewer prior to recording the transactions 
in the general ledger. Such process modifications may include eliminating the auto-reconcillat ion function 
or establishing another mechanism to allow auto-reconciled transactions to be reviewed and approved 
prior to being recorded in the specific general ledger accounts. We also reconunend the University 
implement procc.:dur..:s to identify duplicate transactions and to reconcile procurement card transactions to 
travel reimburseme.nt forms. 

University Response: 

Accepted. On July 9, 2010, the auto-reconcile function was disabled in the P-Card software. Effecti ve that 
date, all P-Card transactions were required to be reconciled by the Reconciler before they would pust tu 
the Gem:raJ Ledger. In addit ion, early in fi sca l year 20 11. the Corporate Card Office began the process of 
collecting a copy of all cardholder agreement fo ttl }l) for all current cardholdc::rs from linivc::rsi ty units and 
has nearly completed that process. TI1e two cardholders for whom paper authorization forms could not be 
located are atllhori zed cardholders who were issued c<1rus prior to October 2005. Since this date, to ensure 
reten tion of this impo11ant documentation. units have been required to fax n copy of nil signed 

(! (Continued) 
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UN IVERSITY OF ILLINOIS 

Scbedule of Findings and Responses 

f.or the Year Ended .I unc 30, 201 0 

authorization fonns to the central Corporate Card Office before a card would be issued. In addition, a ll 
cardholders in the system as of the fall of 2007 were required to complete online traiuing, testing, and 
recertification prior to receiving renewal P-cards in February 2008. 

The University is currcnl.ly engaged in the contigLtration and testing of a lrm•el and expense management 
sy!->tcm, with implementation to begin FebruUJy 20 1 I . Wht:n fully implemented, all n·avel related expenses 
nnd employee rcimhur:-.ahlc expenses will be captured electronically and routed through an electronic 
workflow process for review and settlement. This will enable the Universiry to monitor and review 
employee scttkmcnt~ wi th P-Card transactions and eliminate any opportunity for dt tplicatc payments. 

Tbe University recognizes that with approximately 5,170 active procurement cards, en·oneous charges can 
and do occur. The University ~ntpluys careful oversight and review to ensure these errors arc minimal. 
and it takes inunediate action when enors are discovered. The University will continue to be proactive in 
improving comrols over the P-Card system and wi II continue to provide traini ng nnd review of policies 
and requirements fo r all cardholders. 
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UN IVF. RSITY OF ILLINOIS 


Schedule of l'indi ngs and Responses 


For the Year Ended June 30,201 0 


Finding 10-03 - Inadequ ate Year E nd Accounts Payable Process 

The University has not established adequate intema l controls over accurately identifying and recordi ng 
period eud accoullls payable tor financial n:porting purposes. 

During our audit, we noted the Uni versity's year end accounts payable procedures include calculating and 
recording an estimate of umecordcd liabil ities based on the level of cash disbursements subsequent to 
year-end and historical data of v.:hich accounting period similar disbmsements sub~cqueut to year end 
have penaineJ to. In addition, the University perfotms reviews over cash disbursements subsequent to 
year end to track and monitor the actual level of unrecorded liabilities. The actual level of unrecorded 
liabilities is then compared to the estimate recorded for financial reporting purposes. 

Ouring our review of cash disbursements subsequent to year end, we idcnti licd seven subsequent 
disbursements (totaling S I,2 12, 182) which pcrt<1 ined to fi scal year 2010, but which were not properly 
identi fied by the Un.iversity. four of these subsequent disbmsements (totaling $1, IHO, 130) were not 
identifi ed because the University's review of these transactions did not include a review of the shipping 
document::; and any uppl icuble shipping tenns. 

Generally accepted accounting principles require expenditures to be reported in the period they are 
incum:tl. Additionally. the Fiscal Control and Internal Auditing Act (lllinois Compiled Statutes Chapter 
30 Section I 0/300 I ). requires the L:niversity to c tablish and maintain a system. or systems. of internal 
fi . cal and administrative controls, which shall provide assurance that: (I) resources are uti lized 
efficiently, effectively, and in compliance with appl i e<~b lc law; (2) obligations and costs are in compliance 
wirh applicable law; (3 ) funds, prope11y, and other as~etx lind resources arc safeguarded aga inst waste, 
loss, w1authorized use, and mi~appropri lltion ; (4) revenues, expenditures, and transfers of assets, 
resources, or funds applicable to operations are properly recorded und uccountcd for to permit the 
preparation of accounts and reliahk linancial and statistical reports and to mnintain accoumability over 
the State's resources; and (5) funds held outside the S tHIC Treasury tJ re rmm<tged, used, and obtained in 
strict accordance with the terms of their enabli11g authorities and that no unauthorized funds ex ist. The 
University's system o f internal controls shou ld include procedures to accurately assess whether 
expenditures are reponed in the appropriate period. 

In discussing these conditions with Universtry personnel. they stated that the unrecorded accounts payable 
identified by the lluditors largely related to bookstore inventory purchases. The inventory was shipped 
prior to fisca l year end and was physically received by the Uni versity on or a ft cr July I, 20 I0 (early fiscal 
20 11). However, the applicable shipping tenns were "FOB Sh ipping Poi ur··, mt.:aning the:: purchase 
belonged to the University \Nhen tbe product le n the vendor. Bookstore staff was not aware purchases 
involving this situat ion needed to be treated as University inventory and accrued at lisca l year end. 

Failure to accurately annlyze cash disbursements suhxcqucnt lo year end may rt:su ll in the misstatement of 
the Cniversity's linanl: ial position. (Finding Code 10-0J. 09-03) 
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UNIVERSITY OF l LLINOIS 

Schedule of Findings and Responses 

For the Year Ended June 30, 20 10 

Recommendation: 

We rccOJmnencl the L:niversity review its cutTen! process to assess the complctcm:ss of its accounts 
payable at year end and consider changes ncccssllry to ensure all period end accounts payable are 
accurately identified and recorded. Sucb procedures should ind ude a de1e1111ination of when the 
underlying goods or services were rcccivt:d including a review of shipping documentation and any 
applicable shipping terms. 

Univcrsit)' Response: 

Accepted. The Un iversity will take the necessary con·ective action to address the recom mendation in this 
finding. 
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