[image: image3.png]UNIVERSITY OF ILLINOIS

UnBANA-CHAMPAICN « CHICACO » SPRINGFIELD




Ending University of Illinois Systems Access Upon Employee Separation/Termination

Policy Name

Ending University of Illinois Systems Access Upon Employee Separation/Termination
Responsible Offices:



Effective Date:  
September 15, 2017
University Office of Administrative Information Technology Services (AITS) Enterprise System Assurance 
Office of Business and Financial Services – Controller
System Human Resource Services






Responsible Official:



Last Revision Date: August 28, 2017
Director of Information Security, AITS

Associate Director Enterprise Security, AITS
Policy Sections
21.
Introduction/Purpose/Intended Audience


22.
Definitions


23.
Policy Statement


34.
Failure to comply


35.
Exemptions/Special Situations


36.
Related Procedures, Processes, Standards and Guidelines


37.
Revision History


48.
Next Expected Review Date




1. Introduction/Purpose/Intended Audience
1.1.  Introduction:  During the annual Office of the Auditor General’s (OAG) Information System examination, ending separated/terminated employee’s access to the university’s systems is reviewed.  The University has received repeated findings from the OAG stating the University does not have a formal policy or guideline to ensure separated/terminated employee’s access to the university’s systems is removed in a timely manner.


1.2.  Purpose:  The purpose of the policy is to establish best practices for the timely removal of a separated/terminated employee’s access to the university’s systems listed in 2.1.  Timely system access removal is necessary to maintain good internal controls over appropriate access to payroll time reporting, accounting entries to Banner, purchases, and other systems-related transactions and information

1.3.  Intended audience:  The intended audience of the policy are the university’s Dean, Director, Department Heads and Unit Security Contacts (USCs) who are responsible for submitting the requests to end separated/terminated employee’s system access.    
2. Definitions
2.1. System access covered by the policy includes but not limited to systems where financial, payroll, employment and student transactions can be started, routed, approved and/or completed.  Examples of systems include (1) Banner forms, (2) Human Resource Front End (HRFE), (3) iBuy and (4) Payroll Adjustment Request Interface System (PARIS).  

2.2.  System access does not include the following:

2.2.1.  Campus active directory or exchange permissions/access (e.g. email address like uis.edu, illinois.edu or uic.edu)  

2.2.2.  Departmental file share permissions/access


2.3.  Separated employees are employees whose jobs and employment with the University of Illinois has ended.  The HRFE transactions have been started but not yet completely approved.  


2.4.  Terminated employees are employees whose jobs and employment with the University of Illinois have ended, HRFE transactions have been approved and the termination date has been entered into Banner.    

3. Policy Statement
3.1.  Suspend Access – Within two (2) business days of the employee’s separation, access to University of Illinois systems listed in 2.1 shall be suspended.  Banner accounts shall be locked.  The HR Front End and PARIS LDAP permissions shall be removed.  None of the employee’s system access permissions shall be removed.   
3.2.  Terminate Access Request – Within 15 business days of the employee’s termination a remove/terminate access request shall be submitted by the hiring department’s USC.  
4. Failure to comply
4.1.  If a USC fails to submit a remove/terminate access request within 15 business days of the employee’s termination date, a remove/terminate access request shall be submitted on their behalf by University Office of Administrative Information Technology Services (AITS).
4.2.   If a USC repeatedly fails to submit the remove/terminate access request the department’s Dean/Director/Department Head shall be notified.  
5. Exemptions/Special Situations

5.1.  A department may determine an employee’s system access is needed and must remain in place after the employee’s jobs and employment with the University of Illinois have ended due to continued responsibilities/commitments (e.g. emeriti). 
5.2.  A department determines the employee’s system access must be terminated immediately, prior to the employee’s separation/termination date. 
6. Related Procedures, Processes, Standards and Guidelines

6.1.  University of Illinois Separated Employee Notification Process
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6.2.  University of Illinois USC Terminated Employee Notification Process
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[bookmark: _Toc490477793]Separated User with Open Access Process Summary

1. Daily, notify Unit Security Contacts (USCs) via email 

a. The employee has separated from the University of Illinois, 

b. All of the employee’s jobs have ended and 

c. A request to remove the access to Enterprise systems has not been submitted.  

2. Lock the separated employee’s Banner Oracle account/access.

3. Remove LDAP needed for Human Resource Front End (HRFE) and Payroll Adjustment Request Interface System (PARIS) to disable access. 

[bookmark: _Toc490477794]Daily Separated Employee Review Process Details



[bookmark: _Toc490477795]Step 1:  Identify employees who have separated from the University and request to remove the systems’ access has NOT been submitted.



[bookmark: _Toc490477796]Step 2:  Verify data  

a. A USC hast not submitted a future dated terminate access.

b. A USC has not requested an exemption/special situation to keep the employee’s system access. 



[bookmark: _Toc490477797]Step 3:  Notify USCs via email the employee has separated from the University and request to remove the systems’ access has NOT been submitted.  		



[bookmark: _Toc490477798]Step 4:  Request AITS System Access Management lock Banner account 

[bookmark: _Toc490477799]Step 5:  Request AITS System Access Management remove HRFE/PARIS LDAP permissions

[bookmark: _Toc490477800]Step 6:  Report the Separated User Notifications in monthly metrics/measures.  

[bookmark: _Toc437930096][bookmark: _Toc490477801]Open item for manual separation employee notification process:

This manual detective process is a compensating control.  The issue of separated, terminated and transferred users whose access has not been removed a timely manner remains with the HR employee separation process.  If the HR employee separation process issue is not addressed, users will continue to have access long after they have left the University and/or their former departments.  

[bookmark: _Toc490477802]Last Process Review/Update Date

August 14, 2017

[bookmark: _Toc490477803]Next Process Review Date   

August 2018
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[bookmark: _Toc437931804][bookmark: _Toc490480414]Terminated User with Access Process Summary

1. Daily, notify Unit Security Contacts (USCs) via email when a former employee’s employment with the University has ended AND a request to remove the systems’ access has not been submitted.  

2. If a request to remove the systems’ access has not been submitted within 15 business days of the termination, the remove request will be submitted on behalf of the USC.  

	    

[bookmark: _Toc437931805][bookmark: _Toc490480415]Daily Terminated Employee Review Process Details



[bookmark: _Toc490480416][bookmark: _Toc437931806]Step 1:  Identify employees whose employment with the University has ended AND a request to remove the systems’ access has NOT been submitted. 



[bookmark: _Toc490477796][bookmark: _Toc490480417]Step 2:  Verify data  

a. A USC hast not submitted a future dated terminate access.

b. A USC has not requested an exemption/special situation to keep the employee’s system access.   



[bookmark: _Toc437931809][bookmark: _Toc490480418]Step 3:  Notify USCs via email the employee‘s employment with the University of Illinois has been terminated AND a request to remove their enterprise access has not been submitted.  



[bookmark: _Toc490477798][bookmark: _Toc490480419]Step 4:  Request AITS System Access Management lock Banner account 

[bookmark: _Toc490477799][bookmark: _Toc490480420]Step 5:  Request AITS System Access Management remove HRFE/PARIS LDAP permissions  

[bookmark: _Toc437931813][bookmark: _Toc490480421]Step 6:  If after 12 business days of the termination date a remove access request has not been submitted, send the USCs reminder email



[bookmark: _Toc490480422][bookmark: _Toc437931814][bookmark: _GoBack]Step 7:  If after 15 business days of the termination date a remove access request has not been submitted, the University Office of Administrative Information Technology Services (AITS) will submit the remove access request on behalf of the USC.     

[bookmark: _Toc490480423]Step 8:  Report the Terminated User Notifications information in the monthly metrics/measures     

[bookmark: _Toc437931815][bookmark: _Toc490480424]Open item for terminated employee notification process:

This manual detective process is a compensating control.  The issue of separated, terminated and transferred users whose access has not been removed a timely manner remains with the HR employee separation process.  If the HR employee separation process issue is not addressed, users will continue to have access long after they have left the University and/or their former departments.    

[bookmark: _Toc391030706][bookmark: _Toc437931816][bookmark: _Toc490480425]Last Process Review/Update Date

August 14, 2017

[bookmark: _Toc391030707][bookmark: _Toc437931817][bookmark: _Toc490480426]Next Process Review Date   

August 2018
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