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Agenda
1. Welcome and Introduction
2. What is FCIAA?
3. Roles/Process Flow
4. Internal Control Weakness
5. Areas of Fraud
6. Tips for Your Role
7. Resources
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Objectives
At the end of this session, you will be 
able to:
• Describe FCIAA
• Identify participant roles in the FCIAA process
• Identify internal control weaknesses
• Understand importance of segregation of 

duties
• Use FCIAA questionnaire to critically review 

internal controls
• Think like an auditor
• Locate additional information
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Fiscal Control and Internal Auditing Act 
Requirements
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What’s the most 
important component 
to strong internal 
controls?
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Presenter
Presentation Notes
What’s the most important component to strong internal controls?If I had to use one word it would be “people” closely followed by "process"People are responsible.  At all levels.But at the same time, the controls need to be repeatable and independent of who is at the helm – that's process.  Informed and responsible people design effective processes.



FCIAA Roles

Roles based on assigned activity:
• Submitter
• Approver
• College/Administrative Group Manager (UIC and UIUC only)
• College/Administrative Group Approver (UIUC only)
• Designated Reviewer (System Offices only)
• Campus Manager
• University Manager
• Administrator
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Presenter
Presentation Notes
The Submitter is the person who completes and submits the FCIAA form for their department. Typically, this person is a department business manager, or the equivalent.The Approver is the first person to review the submitted form. The Approver can approve or return the form.  Typically, the Approver is a department head. The College/Administrative Group Manager is a role used only at Chicago and Urbana-Champaign.  This role has two functions. This person reviews the department forms for all departments that roll up to the College.  They also create and submit a summary form or memo for the College.The next role, the College/Administrative Group Approver, is another university-specific role.  It only exists at Urbana-Champaign.  This person reviews and then approves or rejects the FCIAA Summary form for the College.The Designated Reviewer is currently only used in System Offices.  This role allows the Assistant Vice Presidents for Business and Finance to review the forms for their departments that have a reporting line to their office.  Next, we have the Campus Manager, who reviews all the forms for their university and prepares a summary response outside of the FCIAA application. For Springfield, this is the Chancellor, Provost, and Director of Business Services. For Chicago, this is the Vice Chancellor and Provost. For Urbana-Champaign, this is the Provost. For the System Offices, this is the Controller. The University Manager reviews all of the submitted & approved FCIAA forms and provides a response for the University to the President. The Executive Director of University Audits and the Controller are in this role.Finally, the last role in the FCIAA application is the Administrator. This person enters the due dates for their university. They kick off the online process.



U of I System - FCIAA Certification Process

Department Responsibility
• Self-Evaluation

• Report compliance
• Report weaknesses
• Provide plan and schedule for corrective action

College Responsibility
• Compile and Review departmental submissions
• Submit consolidated response with answers and explanations
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Presenter
Presentation Notes
Each Department uses the 34 statements of the U of I System FCIAA Certification to evaluate their internal controls.  �After the self-evaluation they response to the statements indicating Yes they are compliant; No they are not compliant, Partially compliant, or Not Applicable. 



Internal Control Weakness

Segregation of duties
Reconciliation

Completeness
Competent and knowledgably placed staff
Authentic documentation 

Adequate documentation to support transaction or decision
Compliance with university policies for spending based on 
fund or fund purpose
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Segregation of Duties
“…based on shared 
responsibilities of a key 
process that disperses the 
critical functions of that 
process to more than one 
person or department. 
Without this separation in 
key processes, fraud and 
error risks are far less 
manageable.” 

-AICPA
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Separating Duties, Responsibility, System 
Access
Expectation
No one person is able to:
• Initiate
• Process
• Record
• Reconcile

In Practice
• Periodically evaluate actual 

responsibilities  
• Identify individuals who have 

duties at multiple points within 
the same process

• Be creative with small staff
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FCIAA  ?

#22

#28

#31

Presenter
Presentation Notes
Part of this is system access.  Look carefully at the roles of the USC and Managers.  Are operational areas engaged in the reviews?  Hiring and termination checklists engaged?FCIAA Item 22: The unit has reviewed systems access and approval profiles for each employee to determine if they are appropriate. Accordingly, the unit has modified or removed an employee’s system access due to responsibility changes, job changes, or employment termination.FCIAA Item 28:  Duties, responsibilities, and system access, within the unit, are properly segregated so there is appropriate review and approval of all transactions. (Adequate segregation of duties translates to no one person performing, having system access, to all the critical elements of initiating, processing, recording, and reconciling.)FCIAA Item 31: Lines of authority and responsibility are clearly understood throughout the unit and should promote segregation of duties. Clear lines of authority facilitate operations and provide accountability.Are we really doing this?  What can we do better/differently?  Use these questions as pause points during completion of the FCIAA for critical reflection.  As the business person, if you are not the USC, have you been engaged by the USC regularly or recently in review of appropriate profiles, roles and access?  As the business person, think through processes critically for segregation components.  Make a diagram, draw the work flow, how many times does the same person touch a transaction within a single process?  (Receive money, deposit money, reconcile statements;  unchecked purchase approval, asset custody, statement reconciliation; etc.)One thing we say a lot of when we deliver internal control training, when we emphasize the importance of people in a control structure, is that it’s important to assess your operations.  That is a managerial responsibility.  So - THINK CRITICALLY – use the FCIAA questionnaire as your pause point for reflection.



Authority and Responsibility

In Practice
• Are supervisors supervising or 

doing?
• Who is approving or monitoring 

supervisor transactions?
• Where are transaction, approval, 

reconciliation, and monitoring 
responsibilities assigned?
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Expectation
• Clear line of authority
• Designated areas of 

responsibility

FCIAA  ?

#11

#24

#29

#33

#34

Presenter
Presentation Notes
FCIAA Item 24: Unit staff members who have financial security and approval authority are aware of and accept the responsibility inherent in this authority. FCIAA Item 29: Upper management of unit demonstrates an awareness of the statutes, rules, and guidelines governing their unit's financial activities. FCIAA Item 33: Unit personnel have appropriate access to reports needed to execute oversight duties. Reports are reviewed by upper management of the unit on a regular basis which summarize activities, programs, transactions, and financial status. FCIAA Item 34: A system is in place to provide management with explanations of significant variances between budgeted and actual revenues and expenses. FCIAA Item 11: There is a process in the unit for the review of FOAPALs to ensure they have been properly used.There are more…  specific to gifts, Pcard/Tcard, sponsored projects, etc…The monitoring and the doing should be distinct.  Authority shouldn’t be blurred by over delegating.  Think critically – are we really meeting the FCIAA requirements in these three categories?  Who is monitoring transactions involving leadership (PCARD/TCARD/TEM/RNUA-COI)?  



Reconciliation
Verification that one set of 
records matches another or 
an amount agrees with 
another independently 
derived amount.
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Transaction Verification

Expectation
• Appropriateness
• Accuracy
• Completeness

In Practice
• Reconciler has knowledge & 

exposure to the business
• Expectations for existence and 

quality of support 
• Consider differences in transaction 

type
• Independent, unaltered information
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FCIAA  ?

# 8

#11

#18

Presenter
Presentation Notes
FCIAA Item 8: Accounting financial statements are reviewed each month and appropriate actions are initiated to reconcile transactions to unit records. FCIAA Item 18: Accounts receivable (and appropriate allowance for doubtful accounts) are promptly recorded when services are rendered or merchandise is sold, and unit accounts receivable records are reconciled to the general ledger on a monthly basis.  HOW DOES BANNER AR IMPACT THIS STATEMENT. FCIAA Item 11:  “There is a process in the unit for the review of FOAPALs to ensure they have been properly used. ”   This most represents what happens when we say “we have reconciled our Banner statements” which typically means we have matched the transactions on the monthly statements to the support in some way.Are we doing this effectively?   - Anyone with reconciliation responsibilities has an appropriate level of knowledge of and exposure to the business - Support: Are we really supporting the business purpose of a transaction within the documentation?  Consider this especially for unique transactions.  Explain why we buy so much orange juice or are purchasing things from Victoria’s Secret - Consider differences in transaction type – how do you approach getting the right information for reconciling based on the type of transaction? - Independent, unaltered information	> use original documents	> when reconciling things like revenue in total, use independent information, not what the transaction folks hand you



P-Card and T-Card Reconciliation

Expectation
• Timely
• Appropriate
• Accurate
• Completeness

In Practice
• ORIGINAL DOCUMENTATION
• P-Card Reconciler is informed 

and aware 
• Business justifications are solid 

and informed
• Monitor reconciliation timeliness
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FCIAA  ?

# 7

#26

Presenter
Presentation Notes
FCIAA Item 26: University P-Card and T-Card transactions are reconciled on a timely basis and reviewed by appropriate management staff.  FCIAA Item 7:  falls under asset management “Funds, property, and other assets and resources (including the University P-Card and T-Card) are safeguarded against waste, loss, unauthorized use, and misappropriation.”   proper reconciliation helps ensure assets are safeguarded appropriatelyThere are plenty of transaction types to be reconciling.  Pcard and Tcard get the most specific and frequent call-outs.  Why is that?  Highest risk transaction types in business.  The price of convenience and nimble procurement.  The price is these are the area’s most ripe for fraud and abuse.  What are we doing? Are we upholding the requirement for ORIGINAL DOCUMENTATION? Are our reconcilers familiar with the business and expenses appropriate to the different funding sources?  And what’s generally necessary (or not) to conduct business?  Are we upholding the expectation for legit and strong documentation for the business purpose of transactions?What are we doing about problematic cardholders?  Late with receipts, receipts missing or not original? Vague explanations for business purposes?  



Supporting Documentation
Clear documentation which 
can be clearly understood by 
both internal and external 
reviewers for all 
transactions, support the 
business purpose, and 
benefit the institution.

11/20/2020 16



P-Card and T-Card Documentation

Expectation
Supporting Documentation:
• Detailed cost
• Business Purpose
• Unit approval 

In Practice
• Hold the line on business 

justification
• ORIGINAL DOCUMENTATION
• Limit or eliminate proxy approval
• Approver awareness of business 

needs
• Monitor time to reconciliation / 

trends
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FCIAA  ?

#27

Presenter
Presentation Notes
FCIAA 27: Documentation for departmental P-Card and T-Card transactions is properly maintained and available to support the business purpose and to meet audit requirements. Each P-Card and T-Card transaction must have supporting documentation detailing cost, business purpose, and unit approvals in accordance with University procurement policies, as well as with all applicable State and Federal statutes.Again – the specific callout for Pcard/Tcard.  Highlighted here is the business justification.  With the “think like an auditor” theme, are staff being trained to look at justification from the standpoint of a third party?  Transactions should explain themselves via the business justification statements we make in the TEM or Pcard systems.



Policy Compliance
Every person involved in the 
operations should be aware 
of expectations. This 
includes policies, regulatory 
environment, etc. Know the 
roadmap.
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Equipment Transfer, Removal, or Disposal

Expectation
• Equipment transfer, removal, 

or disposal transactions 
require pre-approval from 
University Property Accounting

In Practice
• Use required forms
• Monitor FABweb data
• Appropriately segregate 

FABweb Approver and 
FABweb Unit Rep roles
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FCIAA  ?

# 1

# 2

# 3

# 5

# 7

Presenter
Presentation Notes
FCIAA questions 1-7 address Asset ManagementBottom line:  Dispose, transfer, remove assets the way you’re supposed to and make sure FABweb is appropriately maintained.  Think about how one could alter records…  purchasing or asset records.  How would you know/detect?  Who would / could detect?  This should be a factor in decisions in assigning and dividing responsibilities.In this specific area, as you know, there is a system-wide initiative which may draw some hard lines about role assignments and looking at those between separate system.  Time to think creatively about segregation and responsibilities in this area.  The FCIAA questionnaire items would be helpful in thinking this through.



Safeguard against waste, loss, unauthorized use, 
misappropriation

Expectation
• Assign 

responsibility/accountability
• Unit operating procedures
• Verify use, maintenance, and 

remediation of controls

In Practice
• Established internal 

procedures document
• Segregate fixed asset and 

procurement roles 
appropriately

• Loan forms
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FCIAA  ?

# 4

# 6

# 7

#22

Presenter
Presentation Notes
FCIAA Item 7: Funds, property, and other assets and resources (including the University P-Card and T-Card) are safeguarded against waste, loss, unauthorized use, and misappropriation. FICAA Item 22:  The unit has reviewed systems access and approval profiles for each employee to determine if they are appropriate. Accordingly, the unit has modified or removed an employee’s system access due to responsibility changes, job changes, or employment termination.And don't forget merchandise inventory and cash controlsFCIAA 4: The unit has completed a physical inventory of its merchandise for resale and reconciled the results with its financial record in accordance with established University policies and procedures. (Note: This control applies only to units that sell merchandise to customers.) FCIAA 6: Cash under the control of the unit is managed in accordance with University policies and procedures established for cash controls.So what are we doing?  Are the roles segregated?  As mentioned, expect more rigid requirements (less choices based on procurement responsibilities) or prohibitions in this area.  Are loan forms used as expected?  As an environmental comment, the more we visibly follow the rules (loan forms, transfer forms, perform the counts/observations) the more we are visibly enforcing the expectations of accountability and control over assets.  



Appropriate use of funding sources

Expectation
• Knowledge of fund usage
• Comply with fund restrictions

In Practice
• Established internal procedures
• Staff and reviewers/approvers 

should be aware of restrictions 
and intentions of funding 
sources used by the unit
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FCIAA  ?

#10

#11

#12

#13

Presenter
Presentation Notes
FCIAA Item 10: Staff responsible for FOAPAL management understand the University policies related to the use of these funds. FCIAA Item 11: There is a process in the unit for the review of FOAPALs to ensure they have been properly used. FCIAA Item 12: Self-supported FOAPALs have been reviewed to determine that they are used only for the purpose originally stated and that the continued use of the FOAPAL is warranted. FCIAA Item 13: Faculty and staff have been made aware of the rules and regulations for the use of sponsored research funds under their control. We talked about this earlier – are we educating staff about appropriate use and purposes of funding sources?  If an admin staff member is asked to post or transfer a charge to a certain funding source are they equipped to question that if needed?  Educating staff puts more informed eyes on a transaction.  Empowering them to be ‘guardians of the gate’ gives credibility to the financial information and decisionmaking.  Again – FCIAA as the pause point for a skeptical review of processes – would you say that staff are well educated about the purposes/uses of your funding sources?  Would you say that they know they’re expected to guard those purposes?



Management demonstrates awareness of policy 
and statutes

Expectation
• Fiduciary responsibility for 

wise and effective use of 
resources

In Practice
• Create culture of compliance
• Develop, implement, monitor 

internal control system
• Educate leadership about 

policies and regulations 
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FCIAA  ?

#13

#16

#17

#29

#32

Presenter
Presentation Notes
Tone at the top9.1.1 P&P Comply with Unit Head Responsibilities for Internal ControlsFCIAA Item 13: Faculty and staff have been made aware of the rules and regulations for the use of sponsored research funds under their control.FCIAA Item 16: Management oversight is provided to ensure that gift funds under the control of the unit are used only for the purpose for which they are given.FCIAA Item 17: Faculty and Staff responsible for University P-Card and T-Card use and management understand the University policies related to the use of these purchase instruments.FCIAA Item 29: Upper management of unit demonstrates an awareness of the statutes, rules, and guidelines governing their unit's financial activities.FCIAA Item 29: Upper management of unit demonstrates an awareness of the statutes, rules, and guidelines governing their unit's financial activities.FCIAA Item 32: University, campus and unit planning, policy and procedural manuals are used by unit management to communicate and define goals and objectives, and outline the methods to be followed by employees in achieving the goals and objectives. All employees have access to these materials



Areas of Fraud

• Expenditure reimbursement (arranged travel, TEM)
• P-Card/T-Card
• Equipment
• Cash (incoming, petty cash and change funds, money in 
safes)

• Payroll (time, overtime, vacation and sick leave)

11/20/2020 23

Presenter
Presentation Notes
At this point we haven’t talked about the Cash and Payroll items on this list.  They are especially vulnerable to fraud.  As are P-Card/T-Card.Cash – control it like it’s yours.  Count it like you let your impulsive teenage child have custody of it.  If you have it in a safe, who can access it?  Does it take more than one person to access it?  For Petty cash – ORIGINAL DOCUMENTATION – are you enforcing that?Payroll – again, this is VERY vulnerable to fraud.  Supervision – actual supervision – is critical.  When we approve the time, do we know that it’s true or at least reasonable?  Are we enforcing OT approval expectations, if we have any?  Are we watching OT patterns?  If we are putting out financial statements into appropriate hands (and if we’re not we should be!) are the pay lines reviewed so that the areas paying the bills are able to detect a person or charge or quantity of time which doesn’t ring true?



We have to stop 
meeting like 
this…
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Who completes FCIAA Certification

Every 3-digit Department Code

Submitted by individual with the knowledge of business 
processes

Reviewed and approved by individual with fiscal 
responsibility for the department
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Presenter
Presentation Notes
Every three-digit Department code needs to be accounted for.  The business office within your department will usually compile the information for the FCIAA certification.Department leadership will review the responses and approve the certification; then lead the department in developing a plan to address any identified weaknesses.  



Tips for Your Role

Valuable tool

Critically evaluation of fiscal & administrative controls

Be candid

Thorough explanations

Ask for assistance
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Presenter
Presentation Notes
-This is a valuable process and I would encourage departments to document their internal control procedures-Allow enough time to take an honest and critical look at your internal controls.  -This is not about catching a department in the act. Be candid about your weaknesses, so others can assist.-If you do have existing weaknesses or areas of non-compliance you must include an explanation on the action your department is going to take to mitigate the weakness and timeframe in which you’re going to resolve weakness -Please ask for assistance if needed.



Timeline

October 
• Colleges review roles in FCIAA application

November
• FCIAA application available to complete questionnaire

Mid. December – Mid. January
• Units & Colleges complete questionnaire

Mid. January – Mid. February
• Provosts, Chancellors and Assistant Controller review responses
• Document deficiencies (or lack thereof)
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Presenter
Presentation Notes
The role review process is completed in October and in November submitters will have access to the FCIAA application and respond to the certification questionnaire. The approvers can then review through mid-December.  From mid Dec through mid Jan units and colleges will complete the questionnaire.  Finally, from Mid January through mid February the final steps in the process are completed by provosts, chancellors and controller.  They will document the process including any deficiencies in a letter to System Offices.



Timeline (Continued)

Mid. February – Mid. March
• Chief Financial Office and Controller
• Provide letter to Executive Director of University Audits  

April
• Controller and Executive Director of University Audits document 

the University Systems’ actions for compliance in a 
recommended certification letter to the President

• President certifies University's compliance with FCIAA by signing 
the certification letter and sending it to the Office of the Auditor 
General before May 1st 
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Presenter
Presentation Notes
From mid Feb to mid March the Universities will review responses and provide letter to Ex Dir of Univ Audits.  In April the CFO, Controller and ex dir of univ. audits document the Univ. compliance actions and recommendations in a certification letter to Pres.  President certifies compliance by signing letter and sending it on to OAG prior to May 1.
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www.obfs.uillinois.edu/accounting-financial-reporting/fciaa

Presenter
Presentation Notes
From the FCIAA website, you can log into the FCIAA application, find links to training materials, the FCIAA Certification, and critical dates. 

http://www.obfs.uillinois.edu/accounting-financial-reporting/fciaa
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www.obfs.uillinois.edu/accounting-financial-reporting/fciaa/fiscal-control-internal-auditing-act-certification/

Presenter
Presentation Notes
You can see all the FCIAA statements from the application. Here is a portion of from the Asset Management section.  Clicking the arrow next to each statement…
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Presenter
Presentation Notes
…present a more detailed explanation of the statement, how it relates to existing University policy and controls, and defines the importance of each control.
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https://www.obfs.uillinois.edu/training/materials/accounting/#fciaa

Presenter
Presentation Notes
Also from the site, you can access the job aids, training and webinars that exist for FCIAA.  You will find FCIAA roles.  If you are a submitter or an approver your will find short self-paced training for using the FCIAA application.  College level and other roles will also find brief online training as well. 

https://www.obfs.uillinois.edu/training/materials/accounting/#fciaa


University Contacts
Urbana-Champaign 

• Julie Wieland
• jewielan@illinois.edu
• Jenny Gibson
• jagibson@illinois.edu

System Offices
• Nikki Melander
• melander@uillinois.edu

Chicago
• Dana Librot
• dlibrot@uillinois.edu
• Tracy Sikorski
• Sikorski@uic.edu

Springfield
• Amber Munds
• amunds@uillinois.edu
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Presenter
Presentation Notes
Here are your contacts for FCIAA related questions

mailto:jewielan@illinois.edu
mailto:jagibson@illinois.edu
mailto:melander@uillinois.edu
mailto:dlibrot@uillinois.edu
mailto:Sikorski@uic.edu
mailto:amunds@uillinois.edu


Contacts

Mike Godsell – University Accounting & Financial Reporting
• mgodsell@uillinois.edu
• 217-244-6464

Jason Bane - University Accounting & Financial Reporting
• jabane@uillinois.edu
• 217-206-7848
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Presenter
Presentation Notes
You may also reach out to us in UAFR if you have questions.

mailto:mgodsell@uillinois.edu
mailto:jabane@uillinois.edu
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